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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in the area of security and integrity requirements. This contribution addresses an action item assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

This contribution builds on contribution T1P1/2001-112 R0, which was submitted for discussion to T1P1.SAH at it’s August 10, 2001 meeting in Dallas, Texas, and on T1P1/2001-112 R1, which reflected actions taken by the authors to revise and resubmit as per the recommendation of T1P1.SAH. The authors advise the readers to please see contribution T1P1/2001-112 R1 for additional reference material.

Revision 1 of this contribution further clarifies the proposed material and also adds options for incorporating the recommended changes.
B. Discussion

In the area of security and integrity, CIS/Telcordia believes that 3GPP TS 33.108 should be expanded in order to meet law enforcement needs.  The following text provides background information on law enforcement’s needs, and, when possible, a recommendation on appropriate changes. 

1. Unobtrusive Interception

Requirement:  Law enforcement agencies (LEAs) need each interception to be unobtrusive to the interception subject, the interception subject’s associates, and to all parties except the investigative agency or agencies requesting the interception, and specific individuals involved in implementing the intercept capability. At a minimum, the unobtrusive interception must satisfy the following criteria:

1. Indications that an interception is underway should not be discernible to anyone using the subject facilities or to associates in the communication.

2. If the implementation of an interception occurs during an ongoing communication, the interception should not disrupt or interrupt the ongoing communication (that is, no interruption or alteration of communications shall occur on ongoing communications).

3. If the implementation of an interception causes changes in the operation of services and features, such changes should not be perceptible to the interception subject or associates.

4. If any noise/packet loss/increased latency/error rate increase is introduced by the implementation of an interception, such noise/packet loss/increased latency/error rate increase should not be perceptible to the subject or associates.

LEAs need Network Operators (NOWs)/ Access Provider (APs)/ Service Providers (SvPs) to notify the appropriate LEA upon learning that the intercept is no longer unobtrusive or may have been compromised.  In such a situation, NWO/AP/SvPs should recognize that time is of the essence because the safety of the public and other law enforcement officers may be at risk.

To meet law enforcement needs for an unobtrusive intercept, the services and transmission characteristics provided to the interception subject or any other subscriber should continue to comply with industry standards.

Recommendation:  This contribution proposes that a new sub-clause be added in Clause 6.3 of TS 33.108, namely sub-clause 6.3.1: Transparency of Interception, to explicitly address transparency requirements.  Alternatively, the proposed text can be added to Clause 5.2.1.3 (Security of processes) of TS 33.106. 

Proposed Text:

6.3.1
Unobtrusive Interception

Each interception shall be unobtrusive to the interception subject, the interception subject’s associates, and to all parties except the investigative agency or agencies requesting the interception, and specific individuals involved in implementing the intercept capability. At a minimum, the unobtrusive of interception must satisfy the following criteria:

1. Indications that an interception is underway should not be discernible to anyone using the subject facilities or to associates in the communication.

2. If the implementation of an interception occurs during an ongoing communication, the interception should not disrupt or interrupt the ongoing communication (that is, no interruption or alteration of communications shall occur on ongoing communications).

3. If the implementation of an interception causes changes in the operation of services and features, such changes should not be perceptible to the interception subject or associates.

4. If any noise/packet loss/increased latency/error rate increase is introduced by the implementation of an interception, such noise/packet loss/increased latency/error rate increase should not be perceptible to the subject or associates.

NWO/AP/SvPs shall notify the appropriate LEA upon learning that the intercept no longer is unobtrusive or may have been compromised.  In such a situation, NWO/AP/SvPs should recognize that time is of the essence because the safety of the public and other law enforcement officers may be at risk.

To meet law enforcement needs for an unobtrusive intercept, the services and transmission characteristics provided to the interception subject or any other subscriber must continue to comply with industry standards.

2. Separation of Surveillance Interfaces from Subscriber Traffic

Requirement: If any part of a surveillance solution employed by a NWO/AP/SvP uses network resources that are shared with its subscribers’ traffic, LEAs need the surveillance information to be logically, physically, or otherwise separated and protected from access by the NWO/AP/SvP’s subscribers. Section 103A(4b) of CALEA requires NWO/AP/SvPs to ensure that its equipment, facilities, or services are capable of facilitating authorized communications interceptions and access to IRI unobtrusively and with a minimum of interference with any subscriber’s telecommunications service and in a manner that protects information regarding the government’s interception of communications and access to IRI.

NWO/AP/SvPs are not expected to ensure a level of security for intercept access and unobtrusiveness beyond the capabilities of their own equipment. 

Recommendation:  This contribution proposes that a new sub-clause be added in Clause 6.3 of TS 33.108, namely sub-clause 6.3.2: Separation of Surveillance Interfaces from Subscriber Traffic, to explicitly address requirements in this area.  Alternatively, the proposed text can be added to Clause 5.2.1.3: Security of processes of TS 33.106.

Proposed Text:

6.3.2
Separation of Surveillance Interfaces from Subscriber Traffic

Lawful interception information shall be logically, physically, or otherwise separated and protected from access by the NWO/AP/SvP’s subscribers when any part of a lawful interception solution uses shared network resources with its subscribers’ traffic.

3. Encryption of Delivered Intercept-Related Information (IRI) and Content of Communication (CC)

Requirement: The confidentiality and transparency of interception data must be protected as it transits between the NWO/AP/SvP delivery function and the law enforcement monitoring facility (LEMF). When connectivity between the NWO/AP/SvP delivery function and the LEMF is provided over a shared public infrastructure (e.g., Internet) for delivering interception-related information (IRI) or content of communication and is the only delivery mechanism offered by the carrier, additional security measures should be implemented (e.g., Virtual Private Network [VPN] technology, encryption).  Additional security measures and associated requirements will be jointly agreed upon by LEAs and NWO/AP/SvPs on a case-by-case basis.

Recommendation:  This contribution proposes that a new sub-clause be added in Clause 6.3 of TS 33.108, namely sub-clause 6.3.3: Encryption of Delivered Communication-Identifying Information and Communication Content, to explicitly address requirements in this area.  

Proposed Text:

6.3.3
Encryption of Delivered Communication-Identifying Information and Communication Content

The IRI and content of communication shall be encrypted for transmission toward the LEMF using suitable, commercially available key-exchange protocols and encryption algorithms if a shared public infrastructure is the only delivery mechanism offered by the carrier (e.g., Internet) for the transmission of IRI and content of communication toward the LEMF.

4. NWO/AP/SvP-Controlled Content Encoding, Compression, and Encryption

Requirement: If the NWO/AP/SvP provides or controls encoding, compression and/or encryption for the interception subject or at least is  knowledgeable of this processing, the NWO/AP/SvP must either deliver the content of communication in a decoded, decompressed and decrypted form, or provide the information (e.g., encoding method, compression method, encryption method, encryption keys) needed by the LEA’s LEMF equipment to perform the decoding, decompression and/or decryption.

Recommendation:  This contribution proposes that a new sub-clause be added in Clause 6.3 of TS 33.108, namely sub-clause 6.3.4: Carrier-Controlled Content Encoding, Compression, and Encryption, to explicitly address requirements in this area.  Alternatively, the proposed text can be added to either Clause 5.1.2 (General Principles) or 5.2.1.3 (Security of processes) of TS 33.106.

Proposed Text:

6.3.4
NWO/AP/SvP-Controlled Content Encoding, Compression, and Encryption
When the NWO/AP/SvP provides or controls the encoding for the interception subject’s communications or at least is knowledgeable of this processing, the NWO/AP/SvP shall either transmit the content of communication, when authorized, toward the LEMF in a decoded form, or provide to the LEMF the information necessary to decode the content of communication. 

When the NWO/AP/SvP provides or controls the compression for the interception subject’s communications or at least is knowledgeable of this processing, the NWO/AP/SvP shall either transmit the content of communication, when authorized, toward the LEMF in a decompressed form, or provide to the LEMF the information necessary to decompress the content of communication. 

When the NWO/AP/SvP provides or controls the encryption for the interception subject’s communications or at least is knowledgeable of this processing, the NWO/AP/SvP shall either transmit the content of communication, when authorized, toward the LEMF in a decrypted form, or provide to the LEMF the information necessary to decrypt the content of communication. 
Law enforcement prefers that the NWO/AP/SvP perform any decoding, decompression and/or decryption prior to the delivery of content of communication. Since some of the content of communication may be sent using proprietary protocols or special encoding formats that may make it difficult for law enforcement to convert back to the original end user communication, this preference is greater if proprietary or specialized encoding, compression and/or encryption had been used. 

5. Integrity of Transmitted IRI and Content of Communication

Requirement: LEAs require NWO/AP/SvPs to transmit the intercepted communications to a LEMF without altering the content of communication or meaning (exclusive of any processing [e.g., protocol/encoding format changes, encryption] required for delivery to law enforcement).  LEAs require data integrity, which refers to the ability to prevent any alteration or mutilation of the transported data, and the capability to immediately detect when the integrity has been compromised.

Recommendation:  This contribution proposes that a new sub-clause be added in Clause 6.3 of TS 33.108, namely sub-clause 6.3.5: Integrity of Transmitted Content, to explicitly address requirements in this area.  Alternatively, the proposed text can be added to Clause 5.2.1.3(Security of processes) of TS 33.106.

Proposed Text:

6.3.5
Integrity of Transmitted IRI and Content of Communication
NWO/AP/SvPs shall be able to transmit the intercepted communications to a LEMF without altering the content of communication or meaning (exclusive of any conversions and processing [e.g., protocol/encoding format changes, encryption] required for delivery to law enforcement).

NWO/AP/SvPs shall prevent unauthorized access to and alteration, mutilation, manipulation, and disclosure of intercept controls, content of communication, and IRI consistent with the NWO/AP/SvP’s security policies and procedures. 

C. Recommendation

Approve all recommended changes.
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